BAD BOY Zone

Quick Start Guide

Step 1

Attach the antenna by screwing it onto the SMA connector. Slide the lower cover off BAD BOY Zone
exposing the ethernet connector. Plug in an ethernet cable that has 12Vdc Power-over-Ethernet
(PoE) included, either through direct connection or a Power Injector. Verify that the Power LED

illuminates. See Fig 1.

Step 2

Attach BAD BOY Zone to your internet source. This could be a router or modem.
Your internet source should be set to assign an IP address via DHCP. Observe
that the LAN LED illuminates. See Fig 1.

Step 3

Ensuring that 1 K S £ | L-Bil ®WidkVid enabléd, select the Bad Boy ZoneQ
hotspot access point and connect using WPATKIP and enter the default
Preshared Y S BassWordQwithout the quotes). You should now be connected.
See Fig 2. Verify that a connection exists by observing the signal strength LEDs
illuminating on Zone. See Fig 1.

Step 4

Verify operation by accessing several websites. Your BAD BOY Zone is now
operational.

Congratulations you are now connectedContinue with the following steps to
change the default hotspot name and security settings to something unique for
your setup.

Step 5
hLISYy | 6 NP g HSNIOP. WBR20EIN G § MIdriis&bSr anld press
9YGSNIY LyOf dzRS (i KeS FigB.KibaielalWookinark fdr fiturdl

access. When the login screen appears, enter the default UserNl Y Sb¥idbahQ

and P & & ¢ 2bNdROYQ(wikhout the quotes). See Fig 4. These should be
changed to something else once logged in.

Step 6

Select the Link Setup tab. In the SSID field, enter a new name for your hotspot
0 A ©S digh Pawdr ZoneQ (Fop channel selection use 1, 6 or 11. While
included, channel interference and bandwidth overlapping prevents the
efficient use of all other channels. Select a security type (i.e. WPA-TKIP) and a
password (i.e. YhthezoneQ D ®A O] (G KS W/ KIFy3ISQ o dai
activate the new settings. See Fig 5. Note: The current connection will be lost
due to the new settings that were just activated.

Step 7

Connect to your new hotspot 6 A ® Sidigh Pbaed ZoneQ By selecting it and
entering your new security credentials 0 A @&hekone® You should now be
connected again. Verify correct operation by accessing several websites.
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Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get more
information,

: Bad Boy Z
« ‘ﬁ)) y Zone
't Security-enabled wireless network (WPA)

| OnSZOme—tighSpasd

(“ﬁl)

Unsecured wireless network
LBC

'Fig 2
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| Authentication Required _ )

The server 192,168,200, 1:30 at Bad Boy Zone requires a
username and password.

User Mame: | badbaoy

Password: | ===
Flg 4 I Log In l [ Cancel ]
hitstorm BAD BOY
unksotp | Newor | swews | spem | Zone
4

Configuration contains non-applied changes. ARply these (hengwupl\u [Dscald |

WIRELESS SETTINGS
SSID:

Country:
Channel:

Output Power:

WIRELESS SECURITY

Open  Shared Key

Security:

Authentication Type:
WEP Key Length: [eabi_m] Key Type:
password

WEP Key: Key Index:
WPA Preshared Key:

ACCESS CONTROL LIST

MAC ACL: []enabled
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Advanced Settings

Changes can be made to the addresses that BAD BOY Zone uses and issues to wireless clients. The device comes preset for accepting
IP via DHCP on the LAN connection and Router mode with wireless client DHCP.

LAN (Ethernet) Settings

Both Bridge and Router modes require LAN IP address settings. The choices are to assign a Static IP address or to use a dynamically
assigned IP address via DHCP. Zone comes preconfigured to use DHCP.

DHCRpreferred): Zone will be assigned an address by an upstream Ethernet connected device. Since this address will be unknown,

a method is provided to allow access to Zone in the absence of a DHCP address assignment. This is done via the DHCP Fallback IP.
¢CKA&d FRRNBaa SYyiSNBR gAff 0SS &SG | &notiikuBd tdat2ALcBsE!d the[sdttimgs dart be | R R
gained by entering this value into a browser. If a DHCP IP address has been assigned, the DHCP Fallback IP is not available.

Static A fixed IP address can be assigned to Zone. At a minimum, an IP address, Netmask, Gateway IP and Primary DNS IP must be
entered ¢ KS [!b Lt | RRNBaa OFy 06S dzaSR |4 FyedaysS G2 3ALAy | O0OS

bitstorm BAD BOY
. Link Setup T Network T Status T System W Zone
Bridge Mode
Bridge mode S|mp|y passes traffic through from LAN to wireless clients ‘ Configurstion contains non-applied changes. Apply these chagaes? [ Apoiy | [ Disfard | ‘
NETWORKING MODE 3

transparently. If using DHCP for the LAN connection, determining what address
has been assigned to this device can be challenging. A simpler approach would LAN (ETHERNET) SETTINGS

Network Mode: Bridge ~

be to assign a Static IP address, however network value to be assigned must be | e
known. ! FGSNI YIS aSiday3da OKFyFRaw! QF o 1 S
activate. Refer to Fig 6. s
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Enable Firewall: 5= |

bitstorm BAD BOY

Link Setup T Netwark T Status T System ] Zone

Router Mode(preferred)

Wireless Network SettingsThis section is used to enter addresses that will be
provided to wireless clients when connecting. Port forwarding is also available. || | Gl i et e N IR ‘
Unlike Bridge mode, Zone will issue IP addresses to wireless client as they | troweeree = =
connect. Since Zone has an IP address assigned, connecting to make setting T —

changes can be performed by browser access to that address (i.e. -

http://192.168.200.1) via a wireless client connection. Refer to Fig 7. ongestare [ 1
O [aain]

Netmask:

Port Forwarding:

LAN (ETHERNET) SETTINGS
LAN IP Address:

IP Address:

Netmask:

Congratulations, you have now completed setup.

Primary DN 1P:

DHEP Fallback 1P:

192.168.100.3

FIREWALL SETTINGS

Enable Firewall: O [enfigure |

Formore information on this BAD BO¥ dperation and features please
refer to the BAD BOYoneUser Guideat www.bitstorm.com/support.

Fig 7
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